& 5 Discrete Looaettdums
Discrete. Lb%aﬁ'emm Problem
QV\QS'tIOV\:

Let P be prime. and lebt o ard (s be M'te%exs such Haat lsok.(';s?-\.
Fnd on Mteaer % suda Haat Fso&i (w\tnl'F) — k)

® hos a Scluton mezZ <= F;aokm (med ‘F)

= [ple<hls . where m,c@e(Z/Pz)"

_I'hemfwe?f 1 & a -Fﬁmi-(:sve yoot (ie. §=<i0>) , then & must be <schable.

Exawvrle, 5.1

ln Z/s2) , @] is an 'Fﬁm‘rﬁve root while ) s not  (see examFle 2.00)
%51’“(\@6 5) has a solubion for Qg ls%s‘l- bk
%il'l-*(mod 5)  has a solution ovx\ua when %-l or & .

'Deflvﬂ'b'ion 5.1

La®) defined +n be the leost nonnegtive inteser . sueh Hhak FMZ‘ (el ).

Back +o exaw\Fle. 5.1,
we  have ')?z'z.;*‘*a% (mod 5) , vhere keZ . order of 2=4 so L (2)-3.

Simﬂa.v-lua Ly =o and L) =1 bwt L, ad L@ are U\V\de'giv\ed

'R‘UFOST'bOV\ 5.1

ka(%|%x) = L—el(Fc)*' L—u(h) (mod 'F—l)
proof
H -fel\o\.os fv-ow\ “he -jnct “Haat

i'f m, . my€Z such that e ™ (mod ‘P) ., tHhen wm, = m, (med ‘>-l).




FR'vFosrﬁov\ 52

Let P be a 'Pvime.—l'l'\en (Z/FZ)* has a 'Fﬁmrtwe. rost..

As a vesutt , (Z/FZ)* s a c;achc. arovp of order "(’(F)=F'\
((Z/FZ)* L) s iSomov-Fh;c “o (Z/(P-DZ ,+)  which has KPCF-D %ev\emctm—s.

Quvestion: Euen we kinow -dhe existence of a 'Fﬁwﬁ'ﬁ\le. rost. cf (Z/PZ)* . lhow o -fiv\d one

Take ama |sds]>-|, If Eol'.ld=l'.l] where d s the order cf ], then dh>~|.

TL\O’Ejb\'QT‘E E*'.\d#l'_l] fbr- every dl‘F-| wrda (sel<1>-l, tden T s a 'Fﬁmrhwe. oot

Howevex, the fb\\owiv\g_ -Fmros'rb'mvx he\Ps “o veduce -the. number cj facbors “*o be -tested.

FP\"trFosl'b'\on 53

Let P be a 'Fﬁme. and let ep-L.

S\/ﬂ»se “‘that P-l con be -fncb:wzed as :ﬁ-F?I , wheve 'F; are -angs
Let Ni=_‘% 'for i= 1,2, m.

ddgl (med -F) -jiov- Some. dl'lb-l with lsd<F-l f and ov\\«.a rf
o\NiEI (mod ’F) -fov- Some  i=[,2,::-,m

(To show I s a 'Frrimﬁ:ive. rost , we on\-a veed 4o show &N‘i\ (w\od?) -jor al i=1,2,-:,m.)

Exawrrle, 52

Corsider -the prime P=bol.

'P~I=(>oo- f’-s-s‘. (F':l' F,xi.?,.s; N,=200, N,z200, Ny =120)
Direct computation T 2600 . F 2536 . F 2433 (mod Gol)

2 {3l s a ‘Fr'm\rﬁ\le vost .

We are %oiw% +o inbroduce  Some ql%or’rt\r\ms “+o comrwbe disevete lo%s.
However. none cf rem  vun in -Fol\av\wia.\ —time..




The -Polki%- Hellman P\lgorrﬁr\w\
Solve B= oL (mod P where ok is a priwmrtive rost.
Examrle, 53
Find an itteger = Such that O<x <135 and 2 223 (mod 33)
(Remark : 36 cannct. be a sohction a3 3 51 Gned 133) by Eier's thesam.)
I3} -1 = 136 = Tx1F
Idea : Suppose we know xza (med 8) and xzb Gued @),
ten x can be fﬁu\v\c\ \o\a v\s'm% Chinese  yemainder Hreorem .
E.x-rress X AS e+t bxat-r | where osxis (.
W et U -

=3 2 23 (mod 1XF)

(3=<°+1x\+4\-1,+ )(,g

68
23 (mod  (F)

e G +2aa+ )

68
EH .3 2 (mod ()

(-l)h g -1 (mod 13F) (EBuler’'s theorew = S (mod 33))

Ao = | Ge L@ =1 (mod 2) )

Gyt - -
3! R L 03 (med 13

U - t

2393 299 (mod (V) 3 246 (mod 33)

34 Ex
99 (mod 3F)

Ay U -
(7))

68 X 36 )(’Xq:l-llg-\- D)

e R a9 (mod  (33)

(- Dx' 1 (mod  (F)

%, =0 (e 1 60=0 (moda))

2O 09 (med 3R
JUURALE - (&
@) 2 Q9 (med @)

8

2y

) 36 )(1.5-«:.1.‘.-\- =)

q.
(¥ = qcl( (mod  1F)
O = ol (mod )

% = | Gie. LG =1 (mod &))

W E Aot bog o= | 42 Oxblt-= 85 (mod )

(Rewmavk: we do nst have +o know =g . % .- ()




Ex-rress X as e+ P+ oo, Where  osxixlb.

T 3 (med )

R
(Y L0 ed &)

g Xo ,_ 136 GU+(Faat--)

(2337 22 (mod (X
|2>.x° = 3% (mod  (F)
n () [ > 2 u s I 3 & | lo (l (PN
P (13> 88 S0 I b R4l W us s 119 13z 6o
mod 1%

(e LG =6 (mod (F))

Remark: H can be done Since F i Q Smwall 'Fviw\a.

X =5 (mod &)
=6 (med @)

'&3 Chinese  yemainder -theorem , =25,

Eab.& S—te.\>, Qiart Sbe.r

Solve Fleli (mod F) .

Let NeZ' sudn Hhat N> P-t and construct oo lists:

L o\:\(w\od'F) For_o=j<N (Bab‘a_sbefs)

2. Fo(kN (mod 'F) ‘fbf osk<N (Giank §t21>S)

Lok $or a wmatch . Say o e Fg‘“‘” (mod 3.

JorkeN
“then A E% (mod 'F) ie. 7(.=].+ng is a solution .

Question : u‘maeloes in a\mvas have a wmeatah °§ Hre to lisks 2

13 14

ST

(lf R So\n"c‘\on."l'he_rsze., assume. (&;!l then p-Lis net a Solution . )

For a  solution lsxsr-\< N, Hheve exists os\‘),k<N Such Haak x=\')+kt\l.

(£ (%}

Yy



Exawrrle, 5.4
Find an M‘teaer % such that O<x<29 and I 524 (med 31)

Toke N:=6 and o Nz-36;30=\>-\.

j o | 2 3 4 s

2 (mod 31 ! 3 a 3 &} 26

Bia a<tended  Euclidean G\(aw‘rﬂr\w\ 2x2+Rx(=2)=) , ie. %2 = | (mod )

and so 3 221 (med 31)

k o ( 2 3 4 5

2. nod 30 F 3 b (b Y e

2 z3s W T (mod 21)
. 3‘3 =24  (mod 1)
(w:lex Calcu.lu\s

Solve. Fn & (mod -F) ,where d is @ Pﬁm‘rbve_ Yoot
ExamFle, 5.5
Find an ‘M'E_eger + Such Hhakt Ogx ebol and '3'1&13 (mod 3})

Precompistation Step

Choose B eZ' (Saca B:12) axd

let Prooee P be. ‘Fﬁ‘me.s less than B (in this cose, 2.3,5,F, 1)
Compicte o Gmed p) for ket23.- and so on.

B e Tl tmod ) then ke Railypo  Gnod poo)

ldea. : L‘*(F") for it m are vnknowns |,
'Eha o fwd wm_linear Q%AA“;'«OV\S ~+to sohe them.



3 =3 (mod 601) > Liy® =1 (mod 600

*-(-i =49 = '-I-1 (med 6o1) (%N& Yyeu V\cﬂr\'\wg new ! )

‘-(-4 = 5898 = A3x 123 %23  (mod bo1)  (Discard , Ssince. (3 ,233>R=12)

—-(-8 =9 = 31 (med 6o1) > &= 'J.Lq.CS) (med  6o0)
(Nete %cd(‘:..eoo) =2 #1, So we Camrct Sivv\?lta Sav.a_ 4 = L_:‘Q) (mod  6o0) .
Pscbmdha, & £3% (mod 600) has o Solutions X =4 or 204  (mod 6oo) .
T"Q bothh : 1-“'5 598 #£3 q}“s 3 (mod 600) , So L.}(B)a 204  (med boo) .

qu =63 = 31*4 (mod 601) (%Nes You vxo'ﬁ/\'w\% new ! )

7(-“‘-5 480 = )_5x2> xS (mod 6o1) > U= 5L_=‘,(>.)+l_:|.(3)+ \_4(53 (med 6o0)

T2 203 = 21 (mod bo1) > 185 La@ 423U (mod 600)
(so 18234 +31300)  (mod &oo)
Ex: L.q(ll) 2153 (mod 6oo) )
2 3
F =128 =2 (mod 6o1) > WzFl0) (med 6ood

(Note gcd(3,6e0) =L and F'2243 (mod 6oo)
L3@) = F'x24 =243 %24 Gmod boo)

L3Q) = 43> Gnod 6oo) )

By (47 5L300 L3+ 1La(s) (ned 6oo)
£ 5.4%50 4 2ol 4+ L3 (med 6oo)

L3&) = 550 (med 600)

Cow\Fv\—&o:tion cf Discrete \_933
Cow.rwbz (5-0&" (mod F) -fur k=t.2,2,.-. and So on .
l& e,.ogk = ;’r:‘: .F!”' (mod F> ,Hnhen Ld(%) = -l<+|2§‘l>-. L,‘(‘F:) (mod ‘F-I)




22 2} =23 xF  (mod Gol) (Discard , Sce 23 >R =12)

22 xF = 526 = 22263 (mod Gol)  (Discard aopin )
22 «F =235 = Tx5  Gmed Gol)
L3 2 -6+ 3(D+2138) s o2 (med 6oo)
Remark.: Once -thre Pre.com‘:w(:a:txon 1 done ., & can be reused.

Exercise 5.1

Com?vthe. L;t(l).?;) . Pns : 483

The FElGamal Cnals‘:bsastem

B A
A

insecure.  channel

Al%wa-thw
1) A dhooses a lar%e_ Prime and a ‘PﬁW\H:JNe. vost A
2) A dhooses a secret irsteoer d and cam‘wr(-z (&s o8 (med F)
3) A sends (p-ot.p) o B.
) Suppese that  the message s an iteger m such that osm<p .

B chooses a random integer k and  computes r=of Guod p) and -E!(:km Gmed p),

then B sends (r, 1) back +o A.
5) A decryts by computing s (ka)-(okk)-d (mod p)

5 (M) o™ (med p)

=m (med 'F)

|‘§ a_person E %ees F,ok,%,w,s,in order 4o obtain wm
1) Soke d rom (a,.cf‘cmt?) ;
2) S[olve k frbm Y= o(k(wxod?) , “dhen W\i'(',(Fk)-‘ (mod F).

However, both wolve discrete logaﬁ-&\m 'Fmb\ems (Assume to be drﬁcm\t).



Cow\Pwhn% Discrete Lo%s Mod 4
Let P be an odd prime. Then , we erther have 'l>=| (mod 4)  or 'F=3 (mod &)
For dre case = (mod &) | p-t s divisible. kua T

The "Pohhg- Hellman algorrﬁmv\ ’Fmv“de.s 2_viag “o -Eind \_*(F) modulo & .

For the case P=3 Gmod &), P-Lis onlua diisible \ma 2 but wnet 4.
Trouble bt vsln% “he. "Po\nh%- Hellman a.lgorrﬂl\w\:

So\PFose tHhat @zd\’" (med ‘>) and s o230+ Lyt oe-
Ao can be determined (see exawl‘:le 53)

. where osxs= (.

. it -y
(&-okna d\nﬂ- A mod ‘>-|)

We connct raise both sides o re Pover % 4

Also, there s one wmore yeason wka we  believe hat c:omeﬁng
L,,\((s) mod 4 iz had forprimes P> Gmod 4)

L.ewwna 5.1

Let FsS(mod‘k)Be.'Fﬁme.,le't r,v.abe.lvrte%ers and 22,

S,\Fse-ﬂna-toka.nd\’avenonzmi Such  daat Yad\{'Q'Cmod ),
F° h‘% -\ P

then Y =9 (mod )

F ri i r;-% - -'P—;:—‘ -3 3 r-\.( 0 R .
Y e (%) =gt P PP (mod )

SMWose et Breve s an efBicient wan 4o —fmd Lo —fw angy cven %

K Baol (med p) and xs ottt bxat s, where  osxis |

then %, and %, can be determined . We alse clam that = —fov- r22 can alke be fown\
Assuwe  Ao. %%y Wit 22 are  kinown, “then

=t i'ad
~ (Ko AXy+ -+ Xyoy) 2 (X 42X 7)
%,- = €> - A = A

(mod ‘F)
1y
H\:»F\ug Lewwna 5.1 r-1 ~times %S:Er) = &l(xr-\-rx.-...-»---) (med F)
CoIN

e Lolpe T7) Gmed )

o X Can Ee. fowné




That wmeans : 'fw Primes ‘>=5 Gmed &)
F’MAM% Ld((S) mod 4 is 'e.a.s%h > F’lndtv\% L‘*(F) is “@S‘a.

However , we believe 'Elwdm% Lo\(ﬁ) it had’ |, so is f\v\dt"\% L‘,\(fs) mod 4

Bt Commtbment

“Think :

A:1 have a methed o predict -the outcome ef 'S'ouﬂoa“ opmes ('fo\r' simrlic‘rh\g . win or lose ),
do o wank o buy Tk 2

B: Suwe, rs gpe con prove \ma predicting e vesutt cf “the opame +this  weekend .

A: No waan ! You will simrl\a moke e bets  wrthout Fq‘am% me .

Solutkion :

)

Awﬁbes:lp\m'er\em,?v\hkmabox,lockﬂ:

Hren A sends e locked box € B.
(Remark.: While. B cannct Spen the box, A cannst clmur\%e. his Frec\!cbiov\ D)

A gr — 5 B
P\f&r-ﬁne %me,ﬁseyﬂs -HAeEeVé-boBandB%veﬁﬁ\%-b\nePred:cﬁom ofP\,

Al%ori'ﬁr\m +o lm'rlemen't i wmathematical vy

DA ad B agree _on_a lar-%e Pv-ivv\e_ Fus med 4) and a -Fﬁm'rbive. Yoot ok,

2) A clhooses iwtenaer l<x<p=l (kev.a) Such taat %, whidh s ~the Pv-eelict\m.

3) A serds @zol Gmod p) Clocked box) to B.
(Remark : Assume B canst. compute Lo Gmed 4) )

4) Pr?‘:er'@\e qowme A sends % to B, B can c»mru\'fa =, *o veﬁ-S\za-b\ne. Freducbo\n of A
and also check pzo (mod p) tn make swe A has nok changed  his prediction by,
Sev\c\iv\% ancther < since. the above agowtﬁovx has a wnique Solution  module Pt




